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NATIONAL PAYMENTS CORPORATION OF INDIA

NPCI1/2018-19/CTS/082 January 22, 2019

To

All CTS NAS access Banks

Transport layer security (TLS) update

In order to secure all communications between National Archival services (NAS) server and
bank servers, it has been decided to restrict access for TLS and SSL versions for migration

to TLS1.2 protocol. Steps for implementing this at banks’ end are given in Annexure |.

Member banks are advised to take note and make necessary changes in their internal system
with immediate effect. The access restriction will be placed from February 15, 2019 and
with effect from the said date NAS access will not be available to banks if the TLS1.2

protocol is not enabled.

Please note the changes is applicable for all the URLs of NAS including cheques query,
reports and Admin (web sat) login.

In case of any further clarifications, Please write to ctschennaisupport@npci.org.in

regards

(Giridhar G M)
SVP - NACH & CTS operations
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NATIONAL PAYMENTS CORPORATION OF INDIA
Annexure |

Open Internet explorer - Go to “Internet Option” - Advanced tab - Security (TLS1.2
should be enabled/ticked)

TUENTE ST UL OTUTENE TS T . 3 o
3 ImageMark Wesbien far L.~ %

Ertermet Cotiors -

| Gerirai | seurty | prscacy | Gonent | Commictons | rrograms, dvarced |

ImageMark WebView for Chaque Inquiry

70ty Temporsry Internet Fles folder when brenttr s o »
¥ Erise DOM Storage
Eralie Enhanced Praleied Hode™
4 Erabie Ivegrated Wiosoes duthensaton®
¥ Eras natn s SRATTR apport
* Eracie Smarticeen Fiter
© Erarle St £ 3 Valdaton™ H
< Senc De Bt Track recuemsts 0 stes s wst 0 [ammmet £
e SR 20
ke 530 |
o+ i3
33 UJ: ;L: :? = | pter the followang and click on Login
4 LTS LT i e ot ity
¥ ¥imr bt cerpfate adtress mamatch® fal per IO l._

Tares el afte you Tes1aT your SomptEr | pssword |
Bestore advarced sebngs
fiesat intermet Exinrer settrcs

Regts brsomet Sxclorer's sermgs 16 thee defat [ gy penan: |__.._ ........... ]
concbnzn :

o shoadd oriy e o vor Dl e o 1 0 urutabie Slate Luges

Copengnt &+ 3523008 NOR Sororaion Al nghis fesarved

10014, The Capital, B Wing, 10th Floor, Bandra Kurla Complex, Bandra (E], Mumbai 400 051. T: +91 22 40009100 F:+91 22 40009101 www.npci.org.in
CIN : U74990MH2008NPL189047



